ApxaHrenbck (8182)63-90-72
AcraHa (7172)727-132
ActpaxaHb (8512)99-46-04
BapHayn (3852)73-04-60
Benropop, (4722)40-23-64
BpaHck (4832)59-03-52
BnaguBoctok (423)249-28-31
Bonrorpag, (844)278-03-48
Bonorpa (8172)26-41-59
BopoHex (473)204-51-73
EkatepuHbypr (343)384-55-89
WBaHoBso (4932)77-34-06

Ethernet kommyTaToOpbl AocTyna L2+

UsKeBCK (3412)26-03-58
UpKyTCcK (395)279-98-46
Kasaub (843)206-01-48
KanuHuHrpag (4012)72-03-81
Kanyra (4842)92-23-67
KemepoBo (3842)65-04-62
Kupos (8332)68-02-04
KpacHogap (861)203-40-90
KpacHoApck (391)204-63-61
Kypek (4712)77-13-04
Nvneuk (4742)52-20-81
Kuprusua (996)312-96-26-47

Maruutoropck (3519)55-03-13
Mocksa (495)268-04-70
MypmaHck (8152)59-64-93
HabeperkHbie YenHbl (8552)20-53-41
HuxkHuii Hosropopa, (831)429-08-12
HoBoKy3HeuK (3843)20-46-81
HoBocubupck (383)227-86-73
Omck (3812)21-46-40

Open (4862)44-53-42

OpeHbypr (3532)37-68-04

Mewsa (8412)22-31-16

Kasaxcran (772)734-952-31

Mepmb (342)205-81-47
PocroB-Ha-floHy (863)308-18-15
PasaHb (4912)46-61-64
Camapa (846)206-03-16
CaHKr-Netepbypr (812)309-46-40
CapatoB (845)249-38-78
CeBactononb (8692)22-31-93
Cumdepononb (3652)67-13-56
CmoneHcK (4812)29-41-54
Coun (862)225-72-31
CraBpononb (8652)20-65-13
TapKukucTan (992)427-82-92-69
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Cepua QSW-3300

Cypryr (3462)77-98-35
Teepb (4822)63-31-35
Tomck (3822)98-41-53
Tyna (4872)74-02-29
TiomeHb (3452)66-21-18
YnbAHOBCK (8422)24-23-59
Yoa (347)229-48-12
Xabaposck (4212)92-98-04
Yenabuuck (351)202-03-61
Yepenosey, (8202)49-02-64
fipocnasnb (4852)69-52-93
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TexHuyeckoe onuncaHune
1. Obuee onucaHne 3

OBLUEE ONMUCAHUE

Ynpasnaembln rurabutHolt L2+ kommyTtatop QSW-3300 paspaboTtaH cneumanbHo and
onepaTopos cBaA3un n cetelr MAN. KommyTaTopbl cepum NoaaepK1BatoT cneayrowmini GyHKLUOHAN:

X KomnneKkcHbin QOS.

X PacwupeHHbie ¢pyHKumm VLAN (VLAN VPN, Voice VLAN, QinQ u ap.).

< Ynpas/ieHne N0A0COM NPONyCKaHuUA.

< NHTennekTyanbHoe ynpaBaeHne 6€30nacHOCTbIO.

X CraHaapTbl Ethernet OAM (Operations, Administration, Maintenance).

< dyHKUMKM ynpasneHna u cepsucol Triple Play, yaosneTtsopsaowme TpeboBaHUAM,

npeavABaaemMbiM K ONEPATOPCKUM CETAM U CETAM MAN.

Cob6CTBEHHbIN CEPBUCHBIN LEHTP M LEHTP TeXHUMYecKoW noajepKku obecneuymBaeT
KauyecTBeHHOe TrapaHTUMHOEe M NOCT-MPOAAXKHOE O0B6CNYKMBaHWE, AOCTYN K OB6HOBAEHMAM
nporpaMmmHoro obecneyeHus, a TaKKe KOHCY/IbTALMOHHYIO MOAAEPKKY MO HACTPOKam
obopynoBaHus.
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TexHWyeckoe onucaHue
2. Bo3aMo»KHOCTM npoayKTa 4

2. BO3BMOXHOCTU NMPOAYKTA

2.1. NpocToTa 1 rMbKOCTb B 3KCNyaTauuun, ynpasaeHUU n ob6cnyxmsaHnm

X MonHas nogaepxka OAM Ethernet (ctaHaapTt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrux ¢yHKUMN gnsa 6bicTporo obHapyxKeHuA cboeB B ceTn m
YMEHbLLEHMA CNI0KHOCTEN B NPOLEcce SKCNAyaTaumMm U 06CNyKMBaAHMA KOMMYTaTOPOB.

2.2. YcuneHHaa 6e3onacHoOCTb
KommyTatopbl cepumn QSW-3300 noaaepmBatoT OBLWIMPHbIA Habop MHCTPYMEHTOB As
obecneyeHnsa 6e3onacHOCTU ceTu:

X BPDU Guard v Root Guard ans npeaoTspalleHusa co3gaHmsa neTesb B TONO/IOMU U
HEeCaHKLUMOHUPOBAHHOIO A0CTYNa B CETb.

X Mopnepkka craHgapta IEEE 802.1X gnAa ayteHTUOMKaumMm nosb3oBaTenen npwm
nomoun RADIUS-cepBepa.

X Mopaneprkka ACL, NCNONBL3YIOWMXCA ANA OrpaHUyYeHUA OOCTyna K pecypcam ceTtu
nocpeacTBOM OTKNOHEHMA N GUNBTPALMMN MAKETOB B COOTBETCTBMM C 334aHHBIMW MOJIUTUKAMMU.

X Mcnonb3osaHne DHCP Snooping ana npeaotspaweHna DHCP-atak u npumeHeHuMA
noanensHoix DHCP-cepBepoB Npu NOMOLLY YCTaHOBKM trust- 1 untrust-nopTos.

X MNoanep:Kka pyHKUMIM 6esonacHocTM ypoBHA L2, Takux Kak Dynamic ARP inspection,

Port-security n gpyrux ARP n MAC ¢yHKunii 6e30nacHOCTU AN 3alWUTbl CETU.

2.3. BbicOKaA HAAEXHOCTb

R/

< Mopaneprkka npotokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack un T.4.

2.4. OcobeHHocTn VLAN
X KommyTtatopbl cepumn QSW-3300 nogpepxmBatot ctaHaapT 802.1Q v co3pgaHue
VLAN Ha ocHoBe nopTtos, VLAN Ha ocHoBe MAC-aapeca, Voice VLAN u Protocol VLAN.

X Lnpokas nogaeprkka TexHonornm QinQ, Bkntovas Basic QinQ m Selective QinQ, 4To
JAET MaKCUMabHYI0 TMBKOCTb B HAaCTPOMKax noanTuk QinQ.

X MNoppeprkka ¢yHKumm VLAN Translation, nossonswollan nepegasaTb HECKObKO
Taros VLAN Bo dpeimax oT nopTa A0CTyna B yKasaHHbIN Tar VLAN, 4TO No3BOJIAET OCYLLECTBAATD

Haﬂ,é)‘KHyIO TEXHUYECKYIO No4AePHKKY CXOOAMMOCTU NONTUTUK QosS.

2.5. BoamoxkHoctn Multicast

X MNopnep:kka npotokosna MVR (Multicast VLAN Register), nosBosawowero
BbiIbOpOYHO nepepaBatb multicast-Tpaduk mexkay pasnmyHbimu VLAN B Uenax yaydweHua
NPOMNYCKHOM cNOCOBHOCTM ceTu M 6e30MacHOCTMU.

X MNoaaeprkka IGMP Snooping no3sosseT npeaoTepatntb Gpaya B multicast-tpaduke.

X MNopaeprkka IGMP Filtering no3BonsaeT co3gatb npaBuna, orpaHMYMBalOLME AOCTYN
nonb3oBaTenien K onpeaeneHHbiMm multicast rpynnam.

*@PyHKUMOHaN HAX0AMUTCA HA CTaauM pa3paboTkn
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3. TexHUYECKMe XapaKTepUCTUKN

Mdddbebii

3. TEXHUYECKUE XAPAKTEPUCTUKU

Mopaenu QSW-3300-28TX
NHTepdeiicbl
10/100/1000 24
BASE-T
10GbE 4
BASE-X SFP+
MopTbl .
1 KOHCONbHbIN NOPT
ynpasaeHus
MpousBoaUTeNbHOCTb
KommyTtaumoH- 128 I6uT/c
HaA eMKOCTb
CKopocTb 96.2 Mnak/c
nepegaun (Mpps)
Tabanua MAC 16K
VLAN Tabnuua 4K
Jumbo frame 9K
Tabanua ACL 1K

Tabnunua ARP

512/256 (IPv4/IPv6)

namAaTb

Tabnnua 128

MapLpyTU3aLmm

Kon-Bo

oyepenen Ha 8

nopt

Flash namaTb 64 Mb6anT

OnepaTtuBHa“ o
512 M6awnt




TexHunyeckoe onuncaHne

3. TexHUYECKMe XapaKTepUCTUKN

dusnueckmne napamerpbl

Pasmepbl
4 240 x 44
(LU X T x B) 35 % 240 x 44 Mm
Macca <3.3 Kr
DNeKTponuTaHue 100-2408B AC, 50-60ry,
MNoTpebnaemasn <45 BT
MOLLHOCTb
OxnaxaeHue naccusHoe
MTBF > 80 000 vacos
Paboyasa temnepatypa: ot 0 °C go 50 °C
T
emneparypa TemnepaTtypa xpaHeHua: ot -40 °C go 70 °C
0
THOCUTE/IbHAA 5-95 %, 6e3 KoHAeHcaTa
B/1aXHOCTb
MakcnmanbHoe
KOJINYECTBO 4
noptos 10GE
®YHKLNOHANBbHOCTb

Meroa Store-and-Forwarding
KOMMYyTaLMn

Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice VLAN, MAC VLAN
VLAN .

VLAN Translation
DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,

DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ
3epKA/MPOBAHME | o\ \ritror RSPAN
nopTos
CraTnyeckas
MapLIpyTu3auma +
(IPv4/1Pv6)
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR




TexHunyeckoe onuncaHne

3. TexHMYeCKne XapaKTepucTnKkm 7

ACL

IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
IPv6 extended ACL

MAC-IP extended ACL

Time based ACL

QoS

8 oyepegeit Ha nopT

MapkupoBska Tpaduka 802.1p/DSCP/TOS/ACL
Anroputmbl 06paboTku ouepegeii: SP, RR, WRR
MeTog congestion avoidance: Tail drop
OrpaHuyeHune TpadurKa Ha nopTax

OyHKUNMU
be3onacHoCTH

Storm Control Ha ocHoBe nNakeToB 1 6anToB

BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection, Loopback-detection
Dynamic ARP Inspection, IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS

VCM (onoBelleHne o Kpaxke Kabens, paboTaeT TO/IbKO Ha MeAHbIX NOPTax)

YnpasneHue n

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp
CLI (Console / Telnet / SSH), Web/SSL

obcnykumBaHue Public & Private MIB interface, RMON (1,2,3,9), Ping, Trace Route
Syslog, SNTP, Multiple Configuration Files, DDM, ULDP, LLDP/LLDP MED
HapgeXHocTb
MpoToKonbI 802.1D STP, 802.1W RSTP, 802.1S MSTP
pesepBupoBaHua | Stack, LACP, MRPP, ERPS*, CFM*
CrekmpoBaHue
(makcnmanbHoe
KOINMYECTBO 8
YCTPOWCTB B
cTeke)
MSTP Instances 64
ArpernpoBsaHue
CaHAOB 6 rpynn / 8 noptos
JdononHutenbHo
GreenEthernet IEEE 802.3az (Energy Efficient Ethernet)

*PYHKLMOHAN HAXOA4UTCA HA CTaguuU pa3paboTku




Mdddbebii

TexHWyeckoe onucaHue
4. UHdopmauus ons 3aKasa

Mopgenb OnucaHue

QSW-3300-28TX-AC

YnpaBnsaembiii CTEKMPYEMbIA KOMMYTATOP YPOBHA L2+, 24 nopTa
10/100/1000BASE-T, 4 nopTta 10GbE SFP+, 4K VLAN, 16K MAC aapecos,
KOHCO/IbHbIM MOPT, BCTPOEHHbIN Bl pasbem NUTaHWA Ha 3a4Hel naHenu,
220B AC, pa3mepbl LLUXMxB (435x240x44 mm)

ApxaHrenbck (8182)63-90-72
ActaHa (7172)727-132
ActpaxaHb (8512)99-46-04
BapHayn (3852)73-04-60
Benropop, (4722)40-23-64
BpAHck (4832)59-03-52
Bnagusoctok (423)249-28-31
Bonrorpag (844)278-03-48
Bonorpa (8172)26-41-59
BopoHex (473)204-51-73
ExkaTepuHbypr (343)384-55-89
WBaHoBo (4932)77-34-06

VsKeBcK (3412)26-03-58
WUpKyTCK (395)279-98-46
Kasaub (843)206-01-48
Kanuuuurpag (4012)72-03-81
Kanyra (4842)92-23-67
Kemeposo (3842)65-04-62
Kupos (8332)68-02-04
KpacHogap (861)203-40-90
KpacHospck (391)204-63-61
Kypck (4712)77-13-04

Nvneuk (4742)52-20-81

Kuprusua (996)312-96-26-47

Marnutoropck (3519)55-03-13
Mocksa (495)268-04-70
MypmaHck (8152)59-64-93

HabepexHblie YenHbl (8552)20-53-41

HuKHMii Hosropog, (831)429-08-12
HoBoKy3HeuK (3843)20-46-81
HoBocubupck (383)227-86-73
Omck (3812)21-46-40

Open (4862)44-53-42

OpeHbypr (3532)37-68-04

MNensa (8412)22-31-16

KasaxcraH (772)734-952-31

Mepmb (342)205-81-47
PoctoB-Ha-floHy (863)308-18-15
PasaHb (4912)46-61-64
Camapa (846)206-03-16
CaHKt-MNetepbypr (812)309-46-40
Caparos (845)249-38-78
CeBactononb (8692)22-31-93
Cumdepononb (3652)67-13-56
CmoneHck (4812)29-41-54
Coum (862)225-72-31
CraBpononb (8652)20-65-13
TapKukucTaH (992)427-82-92-69
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Cypryr (3462)77-98-35
Teepb (4822)63-31-35
Tomck (3822)98-41-53
Tyna (4872)74-02-29
TiomeHb (3452)66-21-18
VnbaHOBCK (8422)24-23-59
Yoa (347)229-48-12
Xabaposck (4212)92-98-04
YenabuHck (351)202-03-61
Yepenosey (8202)49-02-64
fAlpocnaenb (4852)69-52-93
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