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1. OBLWWEE ONUCAHUE

Ynpasnaembin rurabutHoin L3 Kommytatop QSW-3310 paspaboTtaH cneumanbHo And
onepaTtopoB cBsA3n UM ceteir MAN. KommyTtaTtopbl cepuu nNOAAEPKUBAOT C/AEAYHOLLNIM

bYHKLUMOHanN:
X KomnnekcHbi QOS.
< PacwupeHHble dpyHKumum VLAN (VLAN VPN, Voice VLAN, QinQ u gp.).
< YnpaBaeHne Nonocoi NponycKkaHums.
< NHTennekTyanbHoe ynpaBneHne 6€30nacHOCTbHO.
X CraHpaapTbl Ethernet OAM (Operations, Administration, Maintenance).
< dyHKUMKM ynpasneHna u cepsucol Triple Play, yaosneTtsopsaowme TpeboBaHUAM,

npeagvABaaemMbiM K ONEPATOPCKUM CETAM U CETAM MAN.

Cepua BKkAtoYaeT B cebsa 6 mogenen: QSW-3310-28TX-AC, QSW-3310-28TX-AC-AC, QSW-
3310-28TX-AC-DC, QSW-3310-28TX-DC, QSW-3310-28TX-DC-DC, QSW-3310-28TX-POE-AC.

COB6CTBEHHbIN CEPBUCHbIN LEHTP M LUEHTP TeXHUYECKoW NoAAepXKM obecneuymsaeT
KauyecTBEHHOE rapaHTUMHOE W NOCT-NPoAaXKHoe O0b6CAyKMBaHWe, AO0CTyn K 06HOBAEHMAM
nporpaMmHOro obecneyeHusi, a TaKKe KOHCY/NbTaUMOHHYIO MNOAAEP)KKY MO HaCcTpPoKam
obopynoBaHus.
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2. BO3BMOXHOCTU NMPOAYKTA

2.1. NpocToTa 1 rMbKOCTb B 3KCNyaTauuun, ynpasaeHUU n ob6cnyxmsaHnm

X MonHas nopaepkka OAM Ethernet (ctaHaapT IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrux dyHKUMN ans 6bicTporo obHapyxKeHuAa cboesB B ceT u
YMEHbLLEHMA CNI0KHOCTEN B NPOLECcce SKCNayaTalumMm U 06CNyKMBaHMA KOMMYTaTOPOB.

2.2. YcuneHHan 6e3onacHOCTb
KommyTatopbl cepumn QSW-3310 noaaepmBatoT OBLWINPHbIA Habop MHCTPYMEHTOB As
obecneyeHuna 6e30NacHOCTU CeTU:

X BPDU Guard v Root Guard ans npeaoTspalleHusa co3gaHuns neTesb B TONO/IOMU U
HECaHKLUMOHUPOBAHHOIO A0CTYNa B CETb.

X Mopnepkka ctaHgapta IEEE 802.1X gna ayteHTUOMKaumMm nosb3oBaTenen npwm
nomown RADIUS-cepsepa.

X Mopneprkka ACL, NCNONBL3YIOWMXCA ANA OrpaHUyYeHMA O0CTyna K pecypcam ceTu
nocpeacTBOM OTKNOHEHMA N GUABTPALLMKN NAKETOB B COOTBETCTBMM C 334aHHBIMW MOIUTUKAMMU.

X Mcnonb3osaHne DHCP Snooping ana npeaotspaweHna DHCP-aTtak n npumeHeHuA
noanensHoix DHCP-cepBepoB npv MOMOLUM YCTaHOBKM trust- 1 untrust-nopTos.

X Moppeprkka @yHKUMN OGesonacHOCTM ypoBHA L2, TakmMx Kak Dynamic ARP

inspection, Port-security n apyrnx ARP n MAC ¢yHKuuii 6e3onacHoCT oA 3alnTbl CETH.

2.3. BbicOKaA HAAEXHOCTb
X Mopneprkka npotokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack u

T.4.

2.4. OcobeHHocTn VLAN

X KommyTtaTtopbl cepumn QSW-3310 nogpepxmBatot ctaHgapT 802.1Q v co3paHue
VLAN Ha ocHoBe nopTtos, VLAN Ha ocHoBe MAC-aapeca, Voice VLAN u Protocol VLAN.

X LWnpokasa nogaeprkka TexHonormm QinQ, Bkatoyaa Basic QinQ u Selective QinQ,
YTO AAET MaKCUMaJIbHYIO TMOKOCTb B HAacTpoMKax nosmtuk QinQ.

X Mopneprkka ¢yHKumm VLAN Translation, nossonswllan nepenasatb HECKO/IbKO

TaroB VLAN BO ¢pelimax oT nopTa AOCTyna B YKasaHHbIN Tar VLAN, 4TO N03BO/IAET OCYLLECTBAATb
HaZEXHYIO TEXHUYECKYIO NOAAEPKKY CXOAMMOCTM NOANTUK QOS.

2.5. BoamoxkHoctn Multicast

X MNoppep:kka npotokona MVR (Multicast VLAN Register), nossonsawoLiero
BbIOOpPOYHO nepepaBatb multicast-Tpaduk mexay pasnnyHbimnm VLAN B uenax yaydlweHus
NPOMYCKHON CNOCOBHOCTM CeTU U 6e30MacHOCTH.

X Mopaeprkka IGMP Snooping nosBonseTr npegoTBpatuTb ¢y B multicast-
Tpaduke.
X Mopneprkka IGMP Filtering nosBonaetr co3gatb npaBuaa, OrpaHUyYMBalowme

[0CTyn Nosib3oBaTenen K onpeaeneHHbIM multicast rpynnam.




TexHuuyeckoe onucaHune
3. TexHMYEeCKne XapaKTepuCTnKm 5

3. TEXHUYECKUE XAPAKTEPUCTUKH

Mogaenm QSW-3310-28TX QSW-3310-28TX-POE-AC
NHTepdeiicbl
10/100/1000 24 i
BASE-T
10/100/1000 i 24
BASE-T (PoE/PoE+)
Combo
100/1000 i )
BASE-T
BASE-X SFP
10GbE 4
BASE-X SFP+
MopTbl ynpaBneHUs 1 KOHCONbHbIN NOpPT
NMpoussoauTeNnbHOCTb
KommyTaumoH-Has 128 [6uT/c
€MKOCTb
CKopocTb nepeaaum 96.2 Mnax/c
(Mpps)
Tabanua MAC 16K
VLAN Tabnuua 4K
Jumbo frame 9K
Tabanua ACL 1K
Tabnuua ARP 512/256 (IPv4/IPv6)
Tabnunua 128
MapLpyTU3aLmm
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......... mmmn%

Kon-Bo ouepepeit Ha

8
nopT
Flash namaTb 64 Mb6ant
OnepaTtuBHas N
512 M6ainT
namaTb
dusnyeckme napameTpbl
Pasmepbl
(L X T x B 435 x 240 x 44 mm
Macca <3.3 Kkr <3.5kr
Mogenb goctynHa ¢ 610Kamu
DNeKTponuTaHue nurakina AC n DC 100-240B AC, 50-60r
P 100-240 B AC, 50-60 I'y, ’ -
36-72 B DC
Motpebanemas <45 Bt <515 Br
MOLLHOCTb
OxnaxpgeHue naccmBHoe aKTUBHOE
MTBF > 80 000 yacos
Paboyaa temnepatypa: ot 0 °C go 50 °C
Temneparypa TemnepaTtypa xpaHeHua: ot -40 °C go 70 °C
OtHocuTeNbHaA 5-95 %, 6e3 KoHAeHcaTa
BNAMKHOCTb
IEEE 802.3af PoE(15.4 BT)
IEEE 802.3at PoE+ (30 BT)
PoE -
bBrogKeT MmoLHOCTH
460 Bt

MakcnmanbHoe
KONMYeCcTBO NOPTOB 4
10GE

®YHKLMOHANbHOCTb

MeToa KommyTaLun

Store-and-Forwarding
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Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice VLAN, MAC VLAN
VLAN .
VLAN Translation
DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,
DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ,
3epkamposanme Port Mirror, RSPAN
nopToB
Cratunyeckas
MapLUpyTU3auua +
(IPv4/IPv6)
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
ACL IPv6 extended ACL
MAC-IP extended ACL
Time based ACL
8 ouepepgeit Ha nopT
MapkupoBska Tpadpuka 802.1p/DSCP/TOS
QoS Anroputmbl 06paboTkun ouepegeit: SP, RR, WRR
MeTog congestion avoidance: Tail drop
OrpaHunyeHune TpaduKa Ha nopTax
Storm Control Ha ocHoBe nakeTtoB 1 banToB
BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection, Loopback-detection
OyHKUMH . .
6e30M3CHOCTH Dynamic ARP Inspection, IP Source Guard
IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS
VCM(onoBelleHMEe 0 Kparke Kabens, paboTaeT To/IbKO Ha MeZHbIX NopTax)
TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp
YnpasneHue u CLI (Console / Telnet / SSH), Web/SSL,
obcny>kuBaHue Public & Private MIB interface, RMON (1,2,3,9), Ping, sflow
Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP, LLDP/LLDP MED
HapexHocTb
MpoToKkonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP
peseBupoBaHua | Stack, LACP, MRPP, ERPS*, CFM*

*QyYHKLMOHAN HAX0AUTCA HA CTAAUM Pa3PabOTKKU
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CrekmpoBaHue
(MaKkcumanbHoe
KOZINYecTBO
YCTPOWCTB B
cTeKe)

MSTP Instances

64

ArpernpoBaHue
KaHanos

6 rpynn / 8 noptos

AononHutenbHo

GreenEthernet

IEEE 802.3az (Energy Efficient Ethernet)
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Mopgenb

OnucaHue

QSW-3310-28TX-AC

YnpaBnsaembii CTEKMPYEMbI KOMMYTATOP yPOBHA L3, 24 nopTa
10/100/1000BASE-T, 4 nopTta 10GbE SFP+, 4K VLAN, 16K MAC aapecos,
KOHCO/IbHbIN MNOPT, BCTPOEHHbIM Bl pasbem NUTaHUA Ha 3a4Hel NaHenu,
220B AC, pa3mepbl LLIXMxB (435x240x44 mm)

QSW-3310-28TX-AC-AC

Ynpasnsemblii CTEKMPYEMbIN KOMMYTaTOp ypoBHA L3, 24 nopTa
10/100/1000BASE-T, 4 nopta 10GbE SFP+, 4K VLAN, 16K MAC agpecos,
KOHCO/IbHbIV NOPT, 2 BCTPOEHHbIX Bl pasbem NUTaHWs Ha 3agHel naHenu,
220B AC-AC, pasmepbl LLXMxB (435x240x44 mm)

QSW-3310-28TX-AC-DC

YnpaBnaemMblit CTEKUPYEMbIM KOMMYTaToOp ypoBHA L3, 24 nopTa
10/100/1000BASE-T, 4 nopTta 10GbE SFP+, 4K VLAN, 16K MAC aapecos,
KOHCONbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem nuTaHMA Ha 3aAHEen NnaHenu,
2208, 48B AC-DC, pasmepbl LLIXM'xB (435x240x44 mm)

QSW-3310-28TX-DC

YnpaBnaembii  CTEKMPYEMbI KOmmyTaTop YypoBHA L3, 24 nopTa
10/100/1000BASE-T, 4 nopta 10GbE SFP+, 4K VLAN, 16K MAC agpecos,
KOHCO/IbHbIN MOPT, BCTPOEHHbIM Bl pasbem nNUTaHWA Ha 3a4HEN NaHenw,
48B DC, pasmepbl LLUXI'xB (435x240x44 mm)

QSW-3310-28TX-DC-DC

YnpaBnaemblil CTEKMpPYEMbI  KOMMyTaTop ypoBHA L3, 24 nopTa
10/100/1000BASE-T, 4 nopta 10GbE SFP+, 4K VLAN, 16K MAC agpecos,
KOHCO/NbHbIM NOPT, 2 BCTPOEHHbIX Bl pasbem nNUTaHMA HA 3a4HEeN naHenw,
48B DC-DC, pasmepbi LLUXMxB (435x240x44 mm)

QSW-3310-28TX-POE-AC

YnpaBnaemblit CTEKMPYEMBIN KOMMYTaTOp ypoBHA L3 ¢ nogaep»kkon PoE
802.3af/at, 24 nopta 10/100/1000BASE-T, 4 nopTta 10GbE SFP+, 4K VLAN,
16K MAC agpecoB, KOHCO/IbHbIM MOPT, BCTPOEHHbIM Bl pasbem nutaHus
Ha 3agHen naHenu, 220B AC, pasmepsbl LLUXIXB (435x240x44 mm)

ApxaHrenbck (8182)63-90-72 WxeBcK (3412)26-03-58 Marnutoropck (3519)55-03-13 Mepmb (342)205-81-47 Cypryt (3462)77-98-35
ActaHa (7172)727-132 UpKyTck (395)279-98-46 Mocksa (495)268-04-70 PocroB-Ha-floHy (863)308-18-15 Teepb (4822)63-31-35
ActpaxaHb (8512)99-46-04 KasaHb (843)206-01-48 MypmaHck (8152)59-64-93 PasaHb (4912)46-61-64 Tomck (3822)98-41-53
BapHayn (3852)73-04-60 Kanuuuurpag (4012)72-03-81 HabepexHbie YenHb! (8552)20-53-41 Camapa (846)206-03-16 Tyna (4872)74-02-29
Benropop, (4722)40-23-64 Kanyra (4842)92-23-67 HuKHMii Hosropog, (831)429-08-12 CaHKr-MNetepbypr (812)309-46-40 TiomeHb (3452)66-21-18
BpAHck (4832)59-03-52 Kemeposo (3842)65-04-62 HoBoKy3HeuK (3843)20-46-81 Caparos (845)249-38-78 VnbaHoBCK (8422)24-23-59
Bnagusoctok (423)249-28-31 Kupos (8332)68-02-04 HoBocubupck (383)227-86-73 CeBactononb (8692)22-31-93 Yoa (347)229-48-12
Bonrorpag (844)278-03-48 KpacHopap (861)203-40-90 Omck (3812)21-46-40 Cumdepononb (3652)67-13-56 Xabaposck (4212)92-98-04
Bonorpa (8172)26-41-59 KpacHospck (391)204-63-61 Open (4862)44-53-42 CmoneHcK (4812)29-41-54 YenabuHck (351)202-03-61
BopoHex (473)204-51-73 Kypck (4712)77-13-04 OpeHbypr (3532)37-68-04 Coumn (862)225-72-31 Yepenosey, (8202)49-02-64
ExatepuHbypr (343)384-55-89 Jluneuk (4742)52-20-81 MeHsa (8412)22-31-16 CraBpononb (8652)20-65-13 fAipocnaenb (4852)69-52-93
WBaHoBo (4932)77-34-06 Kuprusua (996)312-96-26-47 Kasaxcran (772)734-952-31 TapKuKucTaH (992)427-82-92-69
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