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1. Obuee onucaHne 3

1. OBLLEE ONMUCAHMUE

MHaycTpranbHble KommyTtaTopbl QTECH QSW-3750-12T-I-DC, QSW-3750-12T-I-POE-DC un
QSW-3750-12T-I-POE-DC24 npepgHa3Ha4vyeHbl g1 OpraHn3aumm 3aMLeHHbIX OTKa30yCTONYMBbIX
ceTel nepefaynm [AaHHbIX Ha o0b6beKkTax, rae Heobxogumo BbiNoAHeHMe TpeboBaHMIi no
obecrneyeHUto  yCTOMYMBOCTM K  BO3AEMCTBMAM  PA3/IMYHOTO  BMAQ: TemnepaTypHbIMm,
MexXaHUYeckum un ap. JaHHble KOMMYTaTOpbl MMEKT B CBOEM COCTaBe 8 rmrabuTHbIX NOPTOB
10/100/1000BASE-T, 4 onTnyeckmnx nopta 1000BASE-X ans yctaHoBku SFP moaynei, a Takke 2
napbl «CyXMX» KOHTAKTOB.

Cepua BkatoyvaeT B ceba mogenn: QSW-3750-12T-1-POE-DC, QSW-3750-12T-1-DC n QSW-
3750-12T-1-POE-DC24

Cob6CTBEHHbI CEPBMCHbLIA LEHTP W LEHTP TEXHUYECKOM noanepKu obecnedymsaer
KayeCTBEHHOE TrapaHTUHOE W MOCT-NPOoAa*KHoe obCnyKMBaHMe, AOoCTyNn K OOHOBAEHUAM
nporpammHoOro obecrneyeHns, a TaKXKe KOHCY/IbTAaLUMOHHYIO MOAAEPXKKY MO HACTpPOohKam
obopynoBaHus.
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2. KntoueBble ocobeHHOCTH 4

2. KNIOYEBbLIE OCOBEHHOCTU

2.1. MpoctoTta 1 rMbKoCcTb B 3KCNIyaTaLumMm, ynpasieHUn u o6cnykmpaHnm

X MonHas nogaepkka OAM Ethernet (ctaHaapTt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrux ¢yHKUMN gnsa 6bicTporo obHapyxKeHuA cboeB B ceTn m
YMeHbLUEHUA CIOXKHOCTEN B MpoLecce aKCnayaTaumm n o6CcnykMBaHna KOMMyTaTOPOB.

2.2. YcuneHHana 6e3onacHoOCTb
KommyTaTopbl cepun QSW-3750 noagepKMBatoT 06LWMPHbIM Habop MHCTPYMEHTOB ANA
obecneyeHmna 6e3onacHOCTU CeTU:

X BPDU Guard v Root Guard ans npeaoTspalleHua co3gaHmsa neTesb B TONO/I0OMU U
HECAaHKLMOHMPOBAHHOIO AOCTYNA B CETb.

X Mopnepkka ctaHgapta IEEE 802.1X gna ayteHTUOMKaumMm nosb3oBaTenen npwm
nomoun RADIUS-cepBepa.

X MNopaeprkka ACL, ncnonb3yowmxca Ana orpaHUYeHua AO0CTyNna K pecypcam cetu
nocpeacTBOM OTKNOHEHMA N GUNBbTPALMMN MAKETOB B COOTBETCTBMM C 3aZ4aHHBIMW MOIUTUKAMMU.

X Ucnonb3osaHne DHCP Snooping ana npeaotspaweHna DHCP-aTtak v npumeHeHuA
noasnenoHoix DHCP-cepBepoB Npyn NOMOLLM YCTaHOBKM trust- 1 untrust-nopTos.

X MNopnep)kka ¢yHKUMA He3onacHOCTM ypoBHA L2, Takmx Kak Dynamic ARP

inspection, Port-security u gpyrux ARP 1 MAC ¢yHKUMIA 6e30nacHOCTM AN1A 3aLWnTbI CETH.

2.3. BbiCOKaa HaAEXHOCTb
X Mopaeprkka npotokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering u 1.4.

2.4. OcobeHHocTn VLAN

X KommyTtaTtopbl cepumn QSW-3750 nogapepxmsatot ctaHgapT 802.1Q v cospgaHue
VLAN Ha ocHose noptos, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN u Protocol VLAN.

X LWnpokas noapeprkka texHonormm QinQ, skatoyas Basic QinQ u Selective QinQ,
YTO AAET MaKCUMMaJIbHYIO TMOKOCTb B HAacTpoMKax noantnk QinQ.

X Moppeprkka ¢yHKumm VLAN Translation, nossonsioulaa nepenasatb HECKObKO
Taros VLAN BO ¢peitmax OT nopTa A0CTyna B YKa3aHHbIN T3r VLAN, 4To NO3BONAET OCYLLECTBAATD

Haﬂ,é)‘KHyIO TEXHUYECKYIO No4AePHKKY CXOOAMMOCTU NOSTUTUK QosS.

2.5. BoamorkHoctn Multicast
X Moppeprkka npoTtokona MVR (Multicast VLAN Register), nossonswouiero
BbIOOpPOYHO nepepaBatb multicast-Tpaduk mexay pasanuHbimu VLAN B uensax yaydleHus

I'IpOI'IYCKHOIZ cnocobHocTH ceTn n 6esonacHoCTM.

X Mopaeprkka IGMP Snooping nosBonser npegoTtBpatuTb ¢ayas B multicast-
Tpaduke.
X MNoaaneprkka IGMP Filtering no3sosneT co3aaTtb NpaBuaa orpaHUYNBatOLLIME AOCTYN

nonb3oBaTenien K onpeaeneHHbim multicast rpynnam.

*@PyHKUMOHaN HaX0AMUTCA HA CTaauM pa3paboTkn
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3. TexHUYECKMe XapaKTepUCTUKN

3. TEXHUYECKUE XAPAKTEPUCTUKU

QSW-3750-12T-I- QSW-3750-12T-I-POE-

Moaenm POE-DC DC24

QSW-3750-12T-1-DC

NHTepdeiicbl

10/100/1000
BASE-T

10/100/1000
BASE-T 8
(PoE/PoE+)

1000
BASE-X SFP

CUrHaNbHbIN

2 napbl «CyXMUX» KOHTAKTOB AN1A NOAKNHOYEHNA AaTYNKOB

nHTepdenic
MopTbl o
1 KOHCONbHbIN NOPT
ynpaBaeHus
NMpoussoauTeNnbHOCTb
Rommyrauyos- 24 réut/c 24 réut/c
HaA eMKOCTb
CKopocTb 18 Mnak/c 18 Mnak/c
nepeaayu (Mpps) (Mpps)
Tabanua MAC 16K
VLAN Tabnunua 4K
Jumbo frame 9K
Tabanua ACL 1K
Tabnuua ARP 512/256 (IPv4/IPv6)
Tab
abnnua 64

MapLupyTU3aLmm
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3. TexHMYeCKne XapaKTepucTnKkm 6
Kon-so
oyepenen Ha 8
nopt
Flash namaTb 64 M6anT
OnepatusHan 512 M6aiit
namaTb
dusnyeckme napameTpbl
Pasmepb! 100 x 125 x 185 MM 100 x 125 x 185 M
(LU x T x B)
Macca <2 Kr <2 Kr
dneKTponuTaHue 48 B DC 24 B DC 48 B DC
MoTpebnaemas <220 BT <20 BT
MOLLHOCTb
OxnaxpeHue naccmHoe naccmsHoe
MTBF > 300 000 yacos
TeMAepaTvDa Paboyasa Temnepatypa: ot -40 °C go 75 °C
patyp Temnepatypa xpaHeHus: ot -40 °C go 85 °C
OtHocuTeNbHaA 5-95 %, 6e3 KoHAeHcaTa
BNIAY*KHOCTb
IEEE 802.3af PoE(15.4 BT)
IEEE 802.3at PoE+ (30 BT)
PoE -
brogKeT MmoLwHOCTU
180 Bt
Bua Ha DIN peiiky
pasmelleHunn
DYHKLMOHANBHOCTb
Meroz, Store-and-Forwarding
KOMMYyTaLMu
VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice VLAN, MAC VLAN

VLAN Translation
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3. TexHMYeCKne XapaKTepucTnKkm 7

IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,

DHCP
DHCP Relay Option 82
QinQ Basic QinQ, Selective QinQ
3ePKaNMPOBAHME | o \rirror, RSPAN
nopToB
CraTnyeckan
+ +
MapLIpyTU3auma
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR
IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL
ACL IPv6 extended ACL
MAC-IP extended ACL
Time based ACL
8 oyepeneit Ha nopT
MapKkupoBka Tpadpuka 802.1p/DSCP/TOS
QoS Anroputmbl 06paboTku ouepeaeit: SP, RR, WRR
MeTog congestion avoidance: Tail drop
OrpaHunyeHune TpaduKa Ha nopTax
Storm Control Ha ocHoBe nakeTos 1 H6aiToB
BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection, Loopback-detection
OyHKUMH . .
Dynamic ARP Inspection, IP Source Guard
6e3onacHocTH

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+, RADIUS
VCM(onoBelleHMe 0 Kpaxe Kabens, paboTaeT TO/IbKO Ha MeAHbIX NopTax)

YnpasneHue u

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp
CLI (Console / Telnet / SSH), Web/SSL,

obcnyxumBaHue Public & Private MIB interface, RMON (1,2,3,9), Ping,
Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP, LLDP/LLDP MED
HapeXHocTb
n
HELEL R 802.1D STP, 802.1W RSTP, 802.1S MSTP, LACP, MRPP*, ERPS*, CFM*
pe3eBnpoBaHuA

MSTP Instances

64

*PyHKUMOHAN HAXO4UTCA HA CTaguuU pa3paboTku
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3. TexHUYECKMe XapaKTepUCTUKN

ArpermposaHue

KaHanos 6 rpynn / 8 nopTos
JdononHurenbHo

GreenEthernet IEEE 802.3az (Energy Efficient Ethernet)
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QSW-3750-12T-1-POE-DC

Ynpasaaembl UHAYCTPUANbHbBIA KOMMYTATOP YPOBHA L2+ C nogaepKKom
PoE 802.3af/at, 8 noptos 10/100/1000BASE-T, 4 nopTa 1000 BASE-X SFP,
4K VLAN, 16K MAC-agpecoB, KOHCO/bHbIM NOPT (Ha NepeaHen naHenu),
BCTPOEHHbIN 610K NuTaHuA 48B DC, pasmepbl KommyTaTopa LLUXMXB
(100x125x185)

QSW-3750-12T-I-DC

Ynpasnaembii UHAYCTPUANbHBIM KOMMYTATOP YPOBHA L2+, 8 nopTos
10/100/1000BASE-T, 4 nopTta 1000 BASE-X SFP, 4K VLAN, 16K MAC-
afpecoB, KOHCO/IbHbIN NOPT (Ha NepeaHeN NAaHeNn), BCTPOEHHbIN 610K
nutaHua 48B DC, paamepbl KommyTaTopa LLUXMXB (100x125x185)

QSW-3750-12T-1-POE-DC24

Ynpasnsembii MHAYCTPUANbHBIA KOMMYTATOP YPOBHA L2+ ¢ noaaepKkomn
PoE 802.3af/at, 8 noptos 10/100/1000BASE-T, 4 nopta 1000 BASE-X SFP,
4K VLAN, 16K MAC-agpecoB, KOHCObHbIN NOPT (Ha NepeaHen naHenu),
BCTPOEHHbIN 610K NuTaHuA 24B DC, pa3mepbl KommyTaTopa LLXIM'xB
(100x125x185)

ApxaHrenbck (8182)63-90-72
ActaHa (7172)727-132
AcTtpaxaHb (8512)99-46-04
BapHayn (3852)73-04-60
Benropop, (4722)40-23-64
BpAaHck (4832)59-03-52
BnaguBoctok (423)249-28-31
Bonrorpag, (844)278-03-48
Bonorpa (8172)26-41-59
BopoHex (473)204-51-73
EkaTepuHbypr (343)384-55-89
WBaHoBo (4932)77-34-06

WeBCK (3412)26-03-58
WUpKyTCK (395)279-98-46
KasaHb (843)206-01-48
Kanuuuurpap (4012)72-03-81
Kanyra (4842)92-23-67
Kemeposo (3842)65-04-62
Kupos (8332)68-02-04
KpacHopap (861)203-40-90
KpacHospck (391)204-63-61
Kypck (4712)77-13-04

Nvneuk (4742)52-20-81

Kuprusua (996)312-96-26-47

Marnutoropck (3519)55-03-13
MockBa (495)268-04-70
MypmaHck (8152)59-64-93

HabeperkHbie YenHbl (8552)20-53-41

HuxkHuii Hosropopa, (831)429-08-12
HoBoKy3HeuK (3843)20-46-81
HoBocubupck (383)227-86-73
Omck (3812)21-46-40

Open (4862)44-53-42

OpeHnbypr (3532)37-68-04

Mewsa (8412)22-31-16

KasaxcraH (772)734-952-31

NMepmb (342)205-81-47
PocroB-Ha-[loHy (863)308-18-15
PasaHb (4912)46-61-64
Camapa (846)206-03-16
CaHkr-Metepbypr (812)309-46-40
CapatoB (845)249-38-78
CeBactononb (8692)22-31-93
Cumdepononb (3652)67-13-56
CmoneHcK (4812)29-41-54
Coun (862)225-72-31
CraBpononb (8652)20-65-13
Tagukuctan (992)427-82-92-69
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Cypryr (3462)77-98-35
Teepb (4822)63-31-35
Tomck (3822)98-41-53
Tyna (4872)74-02-29
TiomeHb (3452)66-21-18
YnbAHOBCK (8422)24-23-59
Yoa (347)229-48-12
XabapoBck (4212)92-98-04
Yenabuuck (351)202-03-61
Yepenosey, (8202)49-02-64
fipocnasnb (4852)69-52-93
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